
 

Slash Cyber – Risk with a Comprehensive 
Insider Threat Mitigation Solution 
Introduction 
Your authorized users – employees, vendors and partners – represent the single 
largest threat to the IT security of your organization.  

While most organizations today are well aware of the external threats to their data, 
intellectual property and IT infrastructure, many are still paying little or no attention 
to insider threats. Damaging repercussions from the actions of malicious, 
irresponsible and careless users are far more common, far more damaging and far 
more difficult to detect. So, while organizations are investing heavily in protecting 
their networks and data from external attacks, they are ignoring the much bigger 
threat of insider activities. 

When a disgruntled employee, dishonest contractor or any other type of malicious 
insider decides to steal information, vandalize systems or cause other havoc, it is 
very difficult to detect the threat before it’s too late. Think Edward Snowden. 
Meanwhile, loyal employees represent an even greater danger to the organization: 
whether they are tricked into clicking a link or email attachment that installs 
data-leaking malware, or they “innocently” copy sensitive data to a cloud service or 
USB device, or they accidentally change a configuration file that opens a critical 
server to external attacks, these actions put the organization at risk. 

Insiders (or insider accounts hijacked due to user carelessness or lack of proper 
employee education) were responsible for recent data breaches at AT&T, Barclays 
Bank, DuPont, eBay, JP Morgan Chase, the Korea Credit Bureau, D&B Marketing 
Services, Target, TRW Information Systems, UMB Bank, Vodafone and many others. 

Research shows that insiders are responsible for 90% of security incidents, with 
29% of incidents due to the deliberate and malicious actions of insiders, and 71% 
stemming from unintentional insider actions (source: Verizon 2015 Data Breach 
Investigations Report). 75% of insider threats go unnoticed, while damage caused 
by insiders are twice as costly and damaging as external threats (source: CERT 
Insider Threat Center). 

The damage caused by data breaches and malware (such as ransomware) is 
massive and includes downtime and lost revenue, loss of customer confidence, 



 

harmed reputation, legal exposure, reduced stock price, loss of intellectual 
property, and direct and indirect remediation costs. 

Clearly, it is critical to deploy a solution to manage insider threats in every 
organization – before they cause actual damage. Organizations can no longer 
afford to take the reactive approach, waiting for an attack to occur. A 
comprehensive, proactive strategy is the only reasonable option. 

 

Managing the Insider Threat 
While certainly challenging, mitigating the risks posed by insider activities is actually 
easier than you might realize. Deploying an Insider Threat Mitigation solution adds 
an important layer of security to your organization, one that will dramatically 
reduce the frequency with which user actions may expose your organization to 
data breaches, vandalism of data or systems, regulatory violations or company 
policy violations. 

Successful Insider Threat Mitigation requires the deployment of four critical layers: 

● Education 
● Deterrence 
● Prevention 
● Investigation 

Let’s briefly explore each one. 

 

Education 
Effectively educating employees and other users about acceptable computer 
behavior has an immediate and dramatic impact on the number of security 
incidents in organizations of any size. At least 50% of all incidents can be prevented 
simply by ensuring that employees are aware of online behaviors that can risk 
damage to the organization. They key to success in this area is effective education. 

Annual or quarterly security awareness training is important, but experience shows 
that this frequency of education does little to actually modify employee behavior. A 
far more effective approach involves monitoring user activity in realtime and 
notifying users immediately when they perform – or are about to perform – a 



 

dangerous or out-of-policy action. This just-in-time approach to education has 
numerous advantages, including that it focuses only on the users who actually need 
the education, it is much more effective and it is measurable. 

For example, an employee about to log in to a peer-to-peer file sharing service from 
a company PC, in an organization where this is against company policy, will be 
shown a policy notice, along with a link to more information, policy details and/or 
acceptable alternatives to the particular action: 

 

Additionally, these notification boxes can accept comments from the user 
explaining why the action is necessary, the fact that he or she had received 
permission to violate a policy rule, or any other description of what is going on. 
These dialogs have two benefits: (1) they are an efficient way for security 
administrators to determine instances that do not require additional attention, and 
(2) they are a feedback-loop mechanism that can help policy-makers realize that 
certain policy rules may need to be modified to better suit acceptable user 
behaviors. 

 

 

 



 

 

Other examples where such notifications will appear, along with relevant 
information links, include: 

 

Also known as behavior shaping, these on-the-spot behavioral modification 
techniques are the most effective means of ensuring that employees are aware of 
the risks involved with performing risky activities – so that they don’t do them.  

 

Deterrence 
While realtime, in-context behavior shaping has proven to be extremely effective 
among conscientious employees, the minority of indifferent – or malicious – users 
will simply ignore policy notifications and proceed with their risky actions anyway. 
For these users, the next step is actively deterring them from proceeding as 
intended. 

The most effective way to discourage users from performing dangerous or 
out-of-policy actions is to inform them that all their actions are now being recorded 
and will be reviewed by IT security personnel. Just as the presence of red-light 
cameras deters drivers from running red lights at intersections, when users know 
that their computer activities are recorded they will usually desist from those 
activities. 

Of course, this requires a system that is able to detect when the user is about to do 
something wrong (just as is required to show the policy notices described above), to 



 

inform the user that his or her actions are now being recorded, and to actually 
generate video of screen recordings that can be reviewed later (or even in realtime). 

Here is an example of a user’s session being played back at a later time: 

 

Experience shows that this type of just-in-time deterrence reduces risky user 
behavior by an additional 80% or more. 

Organizations also have the option to implement always-on recording for specific 
machines, users, groups of users or applications. In these instances, the “Your 
activity is being recorded for security purposes.” notification which can be 
configured to remain on-screen at all times serves as an ongoing deterrent, even 
when no particular dangerous or out-of-policy actions are detected. 

In the event that a user chooses to ignore all policy messages and deterrence 
warnings, that user will be highlighted for special monitoring, as described in the 
next section. Given that detection of malicious insider activity takes an average of 
32 months (source: Gartner), even when the deterrence is not effective on its own, 
the resulting preventative capabilities of an Insider Threat Mitigation solution will 
still prevent damage from being inflicted on the organization, with little or no time 
lag at all. 

 

Prevention 
Despite the presence of realtime policy education and deterrence mechanisms, a 
small minority of users will still perform dangerous actions. For these situations, an 



 

Insider Threat Mitigation solution must be able to deliver both tactical-level and 
strategic-level detection and prevention capabilities. 

 

Tactical Prevention (Individual Incidents) 
The tactical level involves detecting dangerous, suspicious and out-of-policy 
behaviors and alerting IT security personnel in realtime. When a realtime alert is 
generated, the on-duty personnel can immediately call up a streaming video of the 
user’s session to simultaneously observe what the user is doing, and what he or she 
had been doing leading up to the security event. If a clear and present danger is 
observed, security personnel can immediately lock the user’s session and prevent 
further damage. 

Of course, having this level of capability in a large organization requires the barest 
minimum quantity of these alerts – otherwise, there will simply be too many to 
practically handle. That is why Prevention is only the third protection layer: only 
after the dramatic reductions in potential security incidents delivered by the 
Education and Deterrence steps is this capability valuable in a realistic sense. 

 

Strategic Prevention (Problematic Trends) 
The strategic level of incident prevention takes a higher-level, ongoing look at user 
activity with the goal of detecting trends in user behavior over time that might 
indicate a future data breach. The goal is to prevent early user intent from maturing 
into damaging actions. By detecting a series of “warning sign” indicators, the 
organization is positioned to scrutinize changes/trends in user behavior and 
prevent a data breach or other security incident from ever occurring. 

This capability is extremely valuable due to the fact that most malicious insider 
attacks develop over time. For example, a disgruntled employee may start looking 
for data on the network or trying various passwords in an attempt to access 
sensitive data or systems. Then, the user may begin copying data from other 
locations to his or her PC. Finally, data exfiltration will occur, perhaps via email 
attachments, a cloud file service or a USB device inserted into the PC. By tracking a 
series of activities over time and analyzing it for patterns that may indicate a 
malicious insider, IT security personnel can take action – such as closer scrutiny of 
particular users – before any actual damage occurs. 



 

Here is an example of a User Risk Dashboard that highlights the potentially riskiest 
users in an organization, based on “scoring” their activity patterns over a period of 
time: 

 

This level of visibility into an organization’s user base provides an unparalleled 
means to detect and prevent damaging employee actions before they occur. 

 

Why Not Simply Block Dangerous Activities? 
Some organizations choose to deploy measures that actually prevent computers 
from allowing certain actions, such as connecting a USB or mobile device. While this 
heavy-handed approach is certainly appropriate in certain scenarios, most 
organizations avoid going this far because of the impact it can have on employee 
productivity and morale. There can be many situations in which these types of 
actions are harmless and perhaps even important to certain users’ ability to 
perform their job functions. 

Instead of locking down these capabilities and hindering or annoying users, 
tracking and monitoring these activities provides the best of both worlds: it allows 
employees to function as required, while still ensuring that the organization is not 
at risk. In cases where actual damage may be occurring, an administrator can 
always shut down the session, as described above. 



 

Investigation 
In order to close the Insider Threat Mitigation loop, organizations require a 
powerful way to quickly and easily investigate any incidents after they occur. Also, 
when serious policy violations or crimes have been committed, it is important that 
the company possess incontrovertible evidence of exactly what transpired: who did 
what, when and where. 

As mentioned above, the capability to record video of suspicious on-screen user 
activities is a key component of being able to understand exactly what a user did. 
Video session replay provides context to rapidly discern malicious actions from 
benign ones. Without difficult-to-decipher system log analysis or any specialized 
skills or training, security personnel can review a user’s video playback to 
understand immediately and exactly what the user actually did.  

However, just having session video recordings is not enough, because it would be 
nearly impossible to review hundreds or thousands of hours of video while 
investigating a particular incident. For this reason, the Insider Threat Mitigation 
solution must offer three capabilities to accompany the actual video recordings: 

● Textual user activity logs – In addition to recording session video, it is vital 
to have textual logs of session activity that allow rapid review of a user’s 
activities during a session – or across days or weeks of sessions – without 
having to watch the video itself. When an activity of interest is spotted, one 
click will call up the session playback video at that specific point in time. 

 



 

● Activity keyword search – Searching the activity logs for particular actions, 
window titles, websites, dialog boxes, typed data, system commands and so 
forth makes it easy to zero in on specific activities or system areas that might 
reveal important information during an investigation. Search results are also 
directly linked to user sessions and video playback of those sessions, making 
it fast and easy to understand exactly what any user was doing at that point 
in time. 

 
● Alert highlights in the video timeline – When reviewing a lengthy session 

video, it is extremely useful to see the exact points in the timeline when 
dangerous or suspicious activities generated alerts. Instead of reviewing the 
entire video, security personnel can rapidly jump to those points in the video 
of most potential relevance to the current investigation. 

 

These capabilities typically accelerate incident investigations from weeks or months 
to minutes or hours. They also provide solid evidence that can be used when 
confronting an employee or reporting an incident to law enforcement. 

 



 

Conclusion 
While insider threats – both the more common unintentional ones and the 
malicious ones – pose the greatest source of IT security danger to organizations, a 
comprehensive Insider Threat Mitigation solution can significantly mitigate this 
threat. Such a solution helps the organization achieve: 

● A heightened awareness of IT security throughout the organization 
● A steep decline in the number of inappropriate and dangerous user actions 
● A reduction in the amount of time spent detecting and investigating incidents 

An Insider Threat Mitigation solution provides a critical layer of protection against 
the extensive damage that data breaches and malware infections can inflict on an 
organization. 

 

Quantifiable Results 
You can easily prove to yourself – and to company management – how valuable this 
approach is by simply deploying a trial Insider Threat Mitigation solution for a 
number of weeks. The system will profile user activity upon deployment and 
throughout the trial period. After a number of weeks, you will see quantifiable 
results regarding the reduction of risky insider incidents in your organization – and 
who your riskiest users are! 

To learn more about deploying an Insider Threat Mitigation solution in your 
organization – and the best-in-class tools and technologies available to make it a 
reality – visit www.observeit.com or call us today at 1-800-687-0137.  

 

http://www.observeit.com/

