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Traditional Endpoint Data Loss Prevention (DLP) solutions rely on intrusive, resource
intensive content inspection rules. These types of detection techniques are prone to high
levels of false positives, require heavy endpoint agents that degrade performance, and must
be constantly tuned by IT and security staff to remain effective.

The ever-changing dynamics of today’s digital and distributed enterprises demand
lightweight, easy-to-manage data loss prevention that doesn't rely on rules-based keywords,
patterns, expressions, and hashing to detect and prevent user-initiated data loss. Enterprises
need a new approach.

Data Loss Prevention from DTEX takes a behavioral approach to data loss by monitoring and
auditing all user activities based upon “out of the box” policies. Using this method, DTEX
INTERCEPT is able to see the full lifecycle of behavior activity and understand the who, what,
when and how of a possible data loss incident. No false positives, simply a real-time,
scoring-based audit trail of all events.

Unlike heavy Endpoint DLP tools, DTEX INTERCEPT is a lightweight forwarder that requires no
more than 3-5MB of bandwidth per day per endpoint and utilizes less than 1% CPU. With DTEX
INTERCEPT, processing of DLP policies is not performed on the endpoint. Instead, all data is
streamed in real-time to the cloud for analysis and detection, thereby avoiding many of the
endpoint interoperability issues associated with traditional endpoint agents.

DTEX INTERCEPT's modern architecture and design does not require "triggers” to determine
when meta-data should be collected and supports continuous monitoring of all console and
web-based applications. Likewise, DTEX's innovative human-centric scoring mechanism is
based upon a series of activities, vs DLP’s content focus, which means DTEX only notifies on
truly suspicious events, saving time and empowering the analyst with full context about any
givenincident.

DATA LOSS BEHAVIOR INDICATORS

Quickly understand high risk
users and activities through
the interactive heatmap.

Clean, easy to understand charts
& graphs demonstrate key data
loss metrics including how data
is handled on or off the
corporate network.

KEY FEATURES

« Lightweight Meta-Data Forwarder
« Real-time Cloud Analytics

« Dynamic Activity Risk Scoring

« Out-of-the-Box Policies

« No Invasive Content Inspection

« Digital Forensics & Audit Reports
« Live, Interactive Dashboards

« Executive Reports

KEY BENEFITS

« Prevent Data Exfiltration

« ldentify Teachable Moments
« Eliminate Fales Positives

« Reduce Analyst Fatigue

« Maintain Regulatory Compliance

Easily spot when and how
data loss is occurring across
your organization.
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How DTEX INTERCEPT Detects and Stops Insider Threats

Insider Threat Management solutions are deployed to stop data exfiltration incidents including those initiated by a departing
employee. The diagram below is a timeline representing common behaviors and actions involved in a data exfiltration incident.

In this scenario, an employee has decided it is
time to leave her employer. After signing an offer
letter from a competitor, she begins to search and

Accesses SharePoint,

download sensitive documents across SharePoint Downloads Design Files Blocked from DropBox.com Connects to WiFi At Home

and accessible files shares. The employee archive
Zips, Encrypts, & Renames

and eanyptS these files, obfuscates the data and Logs On to Endpoint to “Moms_recipes.pdf” Leaves Office Uploads File to DropBox
attempts to exfiltrate via USB, drop-box and
his/her personal Gmail account. Through 000
continuous data lineage profiling of every file USER
accessed, moved or renamed, DTEX INTERCEPT
understands that the SharePoint design files and
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scenario and stitches this information together
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into one user incident report for an analyst to
investigate. ‘Indicators of Intent’ present
themselves well before the full scenario plays out DMAP+ Cloud Engine () PREDICTIVE ANALYTICS BEHAVIORAL ENRICHMENT ENTERPRISE TELEMETRY
and allows analysts and the organization to stop

exfiltration.

We evaluated five solutions against a weighted
criteria of 13 must-have capabilities including user
behavior monitoring within specialty engineering
applications and a collector that was invisible to
employees. DTEX INTERCEPT was the only
solution that gave us those light-weight collection REQUEST A DEMO
capabilities and the visibility we need to support
our mission-critical operational requirements.”
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Contact us today to schedule a demonstration

demo@dtexsystems.com
Graeme Hackland AboutDTEX Systems
Ch,‘ef ’nformation Of.ﬁcer W’”"ams Racing DTEX Systems is the world leader in Workforce Cyber Intelligence and committed to helping

enterprises run safer and smarter. Only DTEX dynamically correlates data, application, machine, and
human telemetry to stream context-rich user behavior and asset utilization analytics that deliver a

‘A’ I I L I A M s first-of-its-kind human-centric approach to enterprise operational intelligence. Hundreds of the

world’s largest enterprises, governments and forward-thinking organizations leverage DTEX to
A C N G prevent insider threats, stop data loss, maximize software investments and deployments, optimize
R I workforce productivity, and protect remote workers. DTEX has offices in San Jose, California and
Adelaide, South Australia and is backed by Northgate Capital, Norwest Venture Partners, Wing

Ventures, and Four Rivers Group. To learn more visit: www.dtexsystems.com.



